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1.0
Document Overview and Purpose
1.1
Introduction
This document is a technical discussion that provides BCD Travel customer IT and security professionals an overview of the TripSource: Portal corporate travel extranet product. It serves as a companion to existing TripSource: Portal product documentation. Its purpose is to help customers better understand the technical decisions required during TripSource: Portal implementation.
2.0
Functional Model
2.1
Introduction
TripSource: Portal is a turn-key extranet solution that acts as the “travel button” or link from your company’s network/intranet. It provides customers with a fully branded, personalized Website for the corporate travel and procurement departments to manage business travel in one, centralized online environment.

TripSource: Portal is provided to your company using an application service provider (ASP) model. The ASP model provides several key advantages. They include:

· Professional hosting services

· Easy and timely product enhancements and modifications

· Highly valuable and pre licensed travel-based content

· Consistent training and support methodologies

· 24/7/365 Web-based monitors

· 24/7/365 Manned network operations center

· Professional data backup services provided by Iron Mountain

· No client side installation and implementation requirements

· Advertisement free online environment

· 100% SSL delivery powered by SSL accelerators

· Grayware, malware and spyware free

· ISO 9001+ certified hosting facility

· SAS70 certified

· Verisign certified application

Continued on next page

2.0
Functional Model, continued
2.1
Introduction, continued
The application includes the following services:

· Product implementation, administration training and technical support services

· Product branding and application of an customer approved look and feel

· Product function, availability and performance

· Enhanced and/or modified service and feature improvements

· Necessary infrastructure and capacity upgrades for acceptable system response times
· Real-time and batched content feeds (API driven):

· Traveler Itineraries
Airport Guides and Diagrams

· Flight Alerting System
Expert Travel Advice

· Trip Alerting System
Currency Converter

· Weather: Current Conditions
Unit of Measure Converter

· Weather: Five Day Forecast
Time Zone Converter

· Turn by Turn Driving Directions
TSA Security Wait Times

· Tiled Satellite Mapping
U.S. Airport Status

· Flight Status / Tracking System
Real Time Streaming News
· City Guides
Content Administration Tool

The TripSource: Portal application was constructed using the latest and most widely utilized development platforms and tools:
· Designed for the Microsoft Windows Server Platform and Microsoft IIS

· Website runs on the .NET Framework Platform (Version 1.1)

· Microsoft SQL

TripSource: Portal is optimized for use in the Windows environment using Microsoft IE 6.0 and higher and Firefox 1.0 and higher. The system supports a minimum screen resolution of 800X600 and was optimized for a screen resolution of 1024X768.

Continued on next page

2.0
Functional Model, continued
2.1
Introduction, continued
Change management includes a separate network environment for development, QA, pre-production and production. Detailed testing, approval and implementation procedures exist for moving all changes to the production environment. File integrity monitoring and resource access logging is used to tie changes and support access back to change management or technical support requests. Appropriate segregation of duties is maintained between each environment.

Incident response procedures are used to investigate, mitigate the impact, correct, document, review and prevent future incidents.
Intrusion detection and event log consolidation systems are distributed throughout our organization. All key networks are strictly monitored. Alerts and logs are consolidated, monitored and stored for review, alerts are generated and response procedures are implemented.

Project management and information security methodologies and procedures are integrated so every project initiated or changed that could impact data protection or privacy or the security architecture or program includes an appropriate information security assessment.
Network operations center is used to monitor all systems, respond to alerts, and distribute reports.
Customers may not host and operate their own instance of the product.
3.0
Hosting
3.1
Introduction
BCD Travel utilizes professional hosting solutions for all BCD Travel e-products and Websites. BCD Travel maintains its own hosting systems and software. Physical security controls are used to limit access and maintain system availability to production systems. The BCD Travel datacenters located in Atlanta, Georgia, and Kansas City, Missouri, are ISO 9001:2000 certified and physical security controls include:

· Card key access for both datacenters

· Video surveillance

· Security Guards of BCD Travel Staff located on-site 24 x 7

· Fire Suppression using a FM 200 system

· UPS and generator backup power

· A/C backup

· Environmental Monitoring

These fault tolerant and highly available facilities are hardware redundant with service contracts in place for all hardware and software related system components. Multiple Internet connections and hosting facilities operated within differing power grids help to ensure service interruptions are held to a minimum. Data is replicated between these facilities. A Network Operations Center (NOC) is used to monitor all systems, respond to alerts and distribute reports. It is manned on a 24/7/365 basis.

System availability and capacity planning efforts include proactive monitoring in order to identify areas of concern before they become a problem. This includes:

· Baseline and trending reports

· Stress testing

· Load balancing

· Redundant Internet connections

· Redundant systems (firewalls, switches, routers, and servers)

4.0
System Security (General)
4.1
Introduction
BCD Travel values its client relationships and, therefore, takes great care and responsibility to manage and protect client data. As a result, BCD Travel recognizes that:
· Unauthorized disclosure of sensitive information can result in BCD Travel and our clients failing to comply with industry best practices, industry compliance or legislative requirements.

· Unscheduled downtime of the services and applications BCD Travel uses to process client information or that we provide to our clients negatively affects our performance, reputation, and client retention.
· These events can cause severe financial or reputational damage.

To mitigate these circumstances and protect client data, BCD Travel’s Information Protection and Security Program is based on international security standards, such as the ISO 17799:2005, and data privacy laws, as well as input from our clients.
Continued on next page

4.0
System Security (General), continued
4.2
Security Policies & Procedures
Policies & Procedures are developed, reviewed, approved and maintained by our Information Protection and Security Steering Committee. Below are some examples of the policies and procedures BCD Travel has in place for maintaining data protection and privacy:
· Acceptable Use

· Antivirus & Malware

· Application Development

· Configuration Change Management

· Data Classification

· Password

· Patch Management

· Privacy

· Personnel Screening

· Third-party connectivity
4.3
Security Organization
Information Security Steering Committee includes management from all parts of our organization. Human Resources, Legal, Operations, Finance, Information Technology, Internal Audit, Industry Relations and Security management review the security program frequently. Regional steering committees are used to define the local impact and coordinate the implementation of the security program.

Security Assessments are performed on all new implementations, integration and development efforts. This can include third-party application and/or penetration testing, a detailed security assessment questionnaire and/or a site visit by a member of our security team.

Continued on next page

4.0
System Security (General), continued
4.4
Asset Inventory and Classification
Asset Inventory is maintained using scanning technologies such as Microsoft System Management Server, vulnerability scanners, configuration management scanners, internal audit activity and change management procedures.

Classification, Ownership and Use is defined by policy, reviewed using audit procedures and reporting, and distributed using the security awareness program, employee handbooks and Authorized Use and Non-disclosure Agreements.

4.5
Personnel
Personnel are the foundation of the Information Protection and Security Program. Information security is included in job responsibilities; a formal, mandatory screening process is used along with confidentiality agreements and ongoing training and awareness programs. Background checks are performed on all potential employees and contractors using criminal, financial and reference checks.
Certified Security Professionals are dedicated to protecting assets in the care of BCD Travel. These professionals maintain cutting-edge technical expertise and professional designations such as Certified Information Security Manager (CISM) and Certified Information System Security Professional (CISSP). Information protection is integrated with BCD Travel operations and business alignment is maintained using steering and advisory committees and risk assessments.

Continued on next page

4.0
System Security (General), continued
4.6
Physical
Physical Security Controls are used to limit access and maintain system availability to production systems. The BCD Travel USA datacenters located in Atlanta, Georgia, and Kansas City, Missouri, are ISO 9001:2000 certified and physical security controls include:

· Card key access for both datacenters

· Video surveillance

· Security Guards or BCD Travel Staff located on-site 24 x 7

· Fire Suppression using a FM 200 system

· UPS and generator backup power

· A/C backup

· Environmental Monitoring
The BCD Travel EMEA datacenters located at separate facilities in Frankfurt (Germany) are ISO 9001:2000, ISO 27001 and ISO 15000 certified.  Physical security controls include:
· Card key access for both datacenters, Mantrap System, ACID (Access Control and Intruder Detection)
· Video surveillance
· Security guards located on-site 24 x 7
· Redundant fire suppression system and fire alarm with smoke detectors
· Two independent power lines, 24 x 7 alarming, and a UPS System

· Four redundant chiller with 1.4 MW each and redundant water pumps. Temperature and humidity are measured in every datacenter room.

· Environmental monitoring

Continued on next page

4.0 System Security (General), continued
4.7
Operations
Change Management includes a separate network environment for development, QA, pre-production and production. Detailed testing, approval and implementation procedures exist for moving all changes to the production environment. File integrity monitoring and resource access logging is used to tie changes and support access back to Change Management or Technical Support requests. Appropriate segregation of duties is maintained between each environment.

Incident Response procedures are used to investigate, mitigate the impact, correct, document, review and prevent future security events.

Intrusion Detection Systems & Event Log Review Systems are distributed throughout our organization. All networks containing customer data are strictly monitored. Alerts and logs are consolidated, monitored and stored for review, alerts are generated and response procedures are implemented.
System Availability & Capacity Planning efforts include proactive monitoring in order to identify areas of concern before they become a problem. This includes:
· Baseline and trending reports
· Stress testing
· Load balancing
· Redundant Internet connections
· Redundant systems (firewalls, switches, routers and servers)
Project Management and information security methodologies and procedures are integrated so every project initiated or changed that could impact data protection, privacy, the security architecture or program includes an appropriate information security assessment. 
Network Operations Center is used to monitor all systems, respond to alerts and distribute reports.

Continued on next page

4.0 System Security (General), continued
4.8
Access Control
User Access is managed with formal policies for granting and revoking system access. The human resources system is integrated with our system access database so changes in employment status are reflected almost immediately. Complex passwords are changed frequently and user accounts are monitored for use and excessive lockouts.

4.9
Software Development
Software Development Life Cycle (SDLC) includes security throughout with design review and approval, change management control, code review, assessments and security acceptance testing. Every application includes Information Protection and Security review.

Encryption is used when possible to secure data during collection, transit and storage:

· 128 bit SSL is used to collect data from websites

· When passwords are stored in our system, we use a one-way hash using MD5 encryption.
· Secure FTP or VPN is utilized for file transfers
· E-mail and Database encryption solutions are planned for 2007
Application Security Assessments are performed on all applications used by BCD Travel to collect, store or process sensitive information. BCD Travel uses internal and external resources to perform these assessments and any issues are tracked until resolved.

Continued on next page

4.0
System Security (General), continued
4.10
Business Continuity and Disaster Recovery
Business Continuity and Disaster Recovery plans are maintained and tested to ensure ongoing operations and minimize the impact of a major disaster.

U.S. Datacenters: BCD Travel maintains production datacenters in Atlanta, Georgia, and in Kansas City, Missouri, and both are ISO 9001:2000 certified. Data is replicated between these facilities. Both facilities have backup power using UPS and generators, fire suppression systems and redundant A/C. BCD Travel resources include staff, equipment and connectivity located in both datacenters to support continuous operations. The capacity of each datacenter is monitored to ensure all of the production applications and operations can be supported in either datacenter as necessary.

EMEA Datacenters: BCD Travel maintains two production datacenters in Frankfurt (Germany), and both are ISO 9001:2000 and ISO 27001 certified. Data is replicated between these facilities. Both facilities have two independent power lines and additional UPS system, fire suppression systems (CO2) and redundant A/C. The capacity of each datacenter is monitored to ensure that all of the production applications and operations can be supported in either datacenter as necessary.

EMEA and USA Call Centers: Each call center has a Business Continuity Plan based on the customer and services that are supported in that call center. In the event of a disaster, calls would be rerouted to any number of production call centers across the US. The specific routing is based on the individual call center needs.

Continued on next page

4.0
System Security (General), continued
4.11
Compliance & Audits
Compliance requirements are defined by monitoring industry, international standard, legislative, and customer expectations. Our Information Protection and Security Program are updated in order to maintain compliance with these requirements.
Audits are performed regularly to verify compliance with best practices, industry regulations and legal obligations. These include:

· Internal audits and vulnerability and risk assessments

· ISO 9001:2000

· Payment Card Industry Data Protection Standard (PCI)

· Safe Harbor

· SAS-70 Type II

· Third-Party assessments

5.0
System Security (Application)
5.1
System Security (Application)

URL Considerations

Customers may opt to use a unique URL extension (i.e. portal.bcdtravel.com/yourcompany). Another option is for the customer to secure rights to and vet a custom URL. Customers may use their own existing URL by either assigning a BCD Travel lead as an administrator for the URL or by placing a simple redirect at their URL that leads to the BCD Travel URL and customer extension. 

Customers may opt to request IP range restriction and reverse DNS look up with regard to customer login pages. All URLs require https: as the Website (including the login page) is served in 100% SSL. TripSource: Portal supports SSL for all pages within the site with the exception of integrated third-party applications (booking tool, profile management, expense reporting, travel reporting). SSL availability for these applications is dependent upon the applications capabilities.

Continued on next page

5.0 System Security (Application), continued

5.1
System Security (Application), continued
User Credential Protection

The default security level is user credential protection. The system requires a valid company name, user name, and password to gain entry. No page, product or service within TripSource: Portal can be book-marked or saved as a favorite and accessed without first providing user credentials. The system will immediately redirect users to their approved login page or will attempt to “kill” browser if any direct access is attempted. This is true of pages bookmarked or added to favorites from a previous session as well.

Normally, company name, username, and password are the same as used in the booking engine, and possibly the other traveler tools integrated within TripSource: Portal. This allows the system to directly pre-authenticate the user into these systems through the use of a single login. Thus providing an integrated travel environment, and saving the user time.

This is the preferred method for user login as it supports manual entry of credentials or allows for an automated submission of credentials using industry standard security practices.

BCD Travel uses Cisco VPN concentrators to build VPNs. Our VPNs normally use IPsec, with DES/3DES encryption. Your firewall, router, or VPN concentrator must be able to support this type of tunneling.

With a VPN connection, the customer also has the option of making TripSource: Portal unavailable to users on the general Internet. Thus remote users out of the office would not be able to complete a general login at an external travel portal URL (such as travelerportal.bcdtravel.com), but would be required to access the system from their corporate Intranet. This may be desirable if a company has good remote access capabilities in place, and remote users normally login directly into their companies WAN when on the road.

The configuration of VPNs is fairly complex and will require the participation of the company’s IT or MIS department for configuration of the corporate firewall. There may also be an additional configuration fee from BCD Travel depending upon the complexity of the situation, and the amount of configuration necessary.

Continued on next page

5.0
System Security (Application), continued

5.1
System Security (Application), continued
Data Security

Now that connection security has been established, what about data security within TripSource: Portal itself? Will a hacker be able to steal our traveler’s credit cards, home addresses, and phone numbers from TripSource: Portal?

The answer is most definitely no. And it is no because TripSource: Portal does not store this information. TripSource: Portal relies upon data supplied from other systems such as your Profile Management system. This information, if required, is transmitted to TripSource: Portal over a secure link, used, and then destroyed. In addition, TripSource: Portal does not ask for, nor stores credit cards, phone numbers, addresses, or other personal information.

Your corporate profile information uploaded to TripSource: Portal is also very secure. Information is stored in our fault tolerant SQL database and is only accessible to your users, travel managers, and administrators. Administrative access to the database server is restricted only to BCD Travel system administrators.

The information below is no longer completely accurate. Although we have a logical 3-tier application, there is no intermediate physical application server. The middle data-access tier is hosted on the web server. But I’m not sure how much detail you need to go into here.

All data in our SQL database is also secured in multiple manners:

· TripSource: Portal is deployed in a multi-tier architecture. Web servers have no direct access to the database server.

· The database server only allows db access via stored procedures coming from internal middle tier components not accessible from the user level.

· Database connection information is hidden from external sources and only readable from middle tier objects.

Continued on next page

6.0
Connectivity Options
6.1
VPN
VPN [Independent Authentication]
Here we should alter this diagram to show that only authentication traffic is occurring over the VPN. One method to make this work is that the authentication request is generated from a SSO link on the client’s corporate intranet. In this case the credentials are passed to us over the VPN tunnel; we authorize access to the portal and redirect them to their home page. From this point on all traffic is over HTTPS outside of the VPN. A variation to this is when we post an external login page hosted on the Internet. Users enter their credentials and we authenticate against their LDAP servers over the dedicated VPN. If authenticated successfully we authorize them to access the Portal and redirect them to their home page where all subsequent traffic is over HTTPS on the Internet.

BCD Travel can also deploy TripSource: Portal to utilize a VPN only to transfer authentication information between our system and the customer’s intranet/network. This is a very popular choice in that TripSource: Portal can use usernames and passwords directly from the corporate intranet/network, and it minimizes the use of the VPN tunnel. It also allows for TripSource: Portal to support a public corporate travel portal (such as travel.yourcompany.com) that still utilizes your company’s network usernames and passwords.
Continued on next page

6.0
Connectivity Options, continued
6.1
VPN, continued
VPN [Independent Authentication]
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Figure 5: TripSource: Portal in a VPN authentication configuration
In this configuration, TripSource: Portal would attempt to authenticate any user over its VPN link regardless from which source they entered the site (wireless, Internet travel portal, etc.). LDAP authentication is normally completed in this way; all other normal HTTP traffic proceeds normally after authentication of the user. SSL can be deployed as required to protect sensitive portions of the site.

Continued on next page

6.0
Connectivity Options, continued
6.2
Encrypted handshake
Encrypted Handshake
TripSource: Portal can be deployed in authentication methodology called “Encrypted Handshake”. This allows another Website, intranet, or network to pass authentication information to TripSource: Portal as the user navigates to the site. For example, if your company had an employee intranet in which the user already had to authenticate into using a username and password, this intranet could “pass” that information to TripSource: Portal when the user clicks the “travel” button.
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Figure 6: TripSource: Portal in an encrypted handshake environment
Continued on next page

6.0
Connectivity Options, continued
6.2
Encrypted handshake, continued
Encrypted Handshake
Typical ways of passing this authentication information to TripSource: Portal includes:

· Encrypted Cookie

· Encrypted Form Variables

The encrypted handshake method requires that the client host an ASPX file on their site. This file contains a script which will encrypt and post the credential data to our system over SSL. Example templates of this file will be provided by BCD Travel. Modifications will need to be made according to the clients’ environment. The current supported encryption algorithms are AES (or Rijndael) and TripleDES. In the scripts we are providing, we employ the encryption and security methods provided by .NET, so the client must have .NET Framework 1.1 installed in their hosting environment. Any other encryption methods will need to be implemented on a per request basis.

This is a very easy and straightforward methodology for integrating TripSource: Portal into an existing corporate intranet. However, it does not allow wireless devices and remote laptops to directly use TripSource: Portal. Remote laptop users can use the system if they first log into the corporate intranet and then click “travel” or access a system login page located on the World Wide Web.

7.0
Data Privacy & Protection
7.1
Introduction
BCD Travel will never sell, rent, loan, lease, or trade any user or corporate information to any other party. BCD Travel will never use any user information, e-mails, or other corporate information for any internal marketing purposes without the full consent of both the corporate and individual user. For example, BCD Travel may offer a subscription list to users to be notified of travel specials. Users must sign up for participation in the list and no one will be added to any subscription lists without their express permission.

7.2
User Authentication and Integration Options
TripSource: Portal requires a data source to verify user information and authenticate users into the travel portal. Users are authenticated each time they access the TripSource: Portal product. TripSource: Portal was originally designed to utilize external profile management software to authenticate users. This method was originally preferred because it eliminated the need for additional replications of user profile data. However, an external system is not always available to TripSource: Portal therefore BCD Travel has expanded our product and systems to include a number of different user authentication methods and data sources.

In choosing your authentication method, you first have to take into consideration your business requirements and the electronic information available to you to send to TripSource: Portal.

Business Requirement Questions:
· Does the travel site have to integrate into an existing Intranet?

· Should users have to enter a username and/or password when entering the travel site?

· Should entry to the travel site be seamless from your corporate intranet or network?

· Do users require access to the travel site from outside the corporate network?

· Is it desirable to have the travel site pre-authenticate into embedded travel tools and other web sites?

Continued on next page

7.0
Data Privacy & Protection, continued

7.2
User Authentication and Integration Options, continued
Technical Requirement Questions:
· Does your company have a unique user identifier?

· Does your corporate security department allow this identifier to be passed to the travel site?

· Can you electronically pass this identifier to the travel site? (i.e. is the Intranet or other redirector page aware or can retrieve the identifier)

· What platform is your intranet? Can you run an encryption OCX component provided by BCD Travel?

· Do you desire the travel site to query one of your authentication sources (i.e. LDAP) rather than passing a date or have it check with a third party?

This document will give you an overview of the various authentication options available to TripSource: Portal customers. It is important to choose the method that will provide the best user experience and meet the technical requirements of your organization. TripSource: Portal offers differing integration methods into existing sites and data sources. Each method brings a number of advantages and disadvantages that are discussed below. During the implementation process BCD Travel’s goal is to assist you in making the best decision for your organization. If you have questions or require clarification concerning any item contained within this document please contact BCD Travel for additional information.

7.3
Authentication Options
As mentioned previously TripSource: Portal possesses multiple authentication methodologies that you can choose from to meet your company’s requirements. It is also possible to combine certain methodologies for enhanced security if required. Listed below are the current authentication methodologies. Please contact your TripSource: Portal account manager for more information about pre-authentication capabilities.

Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 1: Open Access

Open Access is a TripSource: Portal mode of operation that utilizes the same username and password for all users during login. This mode is made available to companies that don’t possess a data source suitable for user authentication, or unique traveler identifiers. In this mode TripSource: Portal is accessed and used as a general travel portal. Many advanced features that rely upon unique traveler identification, (such as Active Itinerary), are deactivated. Users do not normally view a username/password screen. Instead TripSource: Portal is directly integrated with, and authenticated into by the corporate intranet. This is achieved by passing pre-determined authentication information when the user clicks the travel button on the corporate intranet. Open Access only supports access to TripSource: Portal from the corporate intranet. For external access, the users may have to provide the generic password to access the site, which is not normally desirable.

Benefits:

· Simple

· No development or data management necessary

· Can still integrate all travel tools, (login screens would be displayed by the tools)

Drawbacks:

· Deactivates Active Itinerary “My Trip”

· Deactivates all personalization in TripSource: Portal

· Have to login normally to each travel tool

· External access is not recommended

BCD Travel Comments:

· This is a good option for a company looking for a straightforward travel portal without unique user identification. And for companies not ready to support Active Itinerary and it’s pre-trip and profile database requirements.
Continued on next page

7.0 Data Privacy & Protection, continued
7.3
Authentication Options, continued
Option 2: Profile Management Driven User Authentication
A very popular and straightforward authentication method for TripSource: Portal is authenticating users from a common travel profile system. These travel profile databases are a common part of most online booking engines, and are also supported by a number of large travel agencies. User name and password information entered by the user into TripSource: Portal are submitted and compared to the information stored in the user profile database. If submitted login information matches the information stored in the user profile database, then the user is authenticated. If it does not, then the user is denied access.

BCD Travel has worked with a variety of leading booking engine and profile management companies to integrate with their products.  Currently supported systems include: ResAssist/ProfileSync, RESX, BTS, GetThere, Cliqbook, and KDS Wave. TripSource: Portal can either communicate directly with the profiling system via XML or a proprietary communications method, or complete an automated test login to the system to validate the user. Other profile systems and booking engines can be supported upon request.

Benefits:
· Simple
· Reasonably quick
· Easy pre-authentication into associated booking engines
· Direct access into profiling tools profile database for future features
· Minimal cost (if any) and “easy” development with the cooperation of a profiling tool company
Drawbacks:
· Would only work for people with logins for the profiling tool, (this is a very important point given that normally only a portion of employees are set up in an automated booking engine)
· Normally requires the user to enter a username and password on a customized login page unless combined with Intranet Authentication
· TripSource: Portal would be down for a customer if the profiling tool was down
Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 2: Profile Management Driven User Authentication
BCD Travel Comments:
· This is a fairly easy way to authenticate users. We would simply attempt to “login” to the profiling tool in the background. If we were successful, then you gain access into TripSource: Portal. If not, then you are rejected. The largest obstacle when utilizing this method is that only users accessing the profiling tool are allowed into the system.
Can be combined with:

· Options 3/4/5: Intranet Authentication. When combined, the Intranet passes credentials which are then looked up in the profile database. This provides an additional level of security and authorization. However, it can cause issues if users are valid network/Intranet users, but do not yet possess travel profiles.
Option 3: Intranet Authentication / Encrypted Handshake
This section needs to be modified so that it reflects the encryption methods referred to above in the Encrypted Handshake section. We are not using Blowfish encryption anymore and are not going to be distributing OCX files to our clients. It is now required that they be able to host our ASPX script files in an environment running the .NET Framework 1.1. The .NET Framework has all the encryption methods we are using built in.

Another popular option for authentication into TripSource: Portal is integration with an existing customer Intranet or network. In this methodology the corporate Intranet passes encrypted credentials to TripSource: Portal allowing automated login. There are multiple versions of Intranet Authentication using different encryption methods. This one uses the industry standard Blowfish algorithm to encrypt passed credentials.
Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 3: Intranet Authentication / Encrypted Handshake
BCD Travel provides the customer a sample .asp redirector file and a Blowfish encryption OCX component. The redirector is then modified by the customer to capture appropriate user information, (i.e. username and possibly password if necessary). The redirect then takes the user credentials, a company name, time-stamp and encrypts it into a string using a shared secret. The string is then posted to TripSource: Portal via SSL HTTP. If TripSource: Portal can decode the string and the time-stamp is valid, the user will be allowed into the system otherwise it will redirect the user to an appropriate error page.

The redirector can either be integrated into an existing Intranet or Intranet page or be used by itself with an internal DNS entry (i.e. “travel”).

BCD Travel provides free of charge a Blowfish OCX component to customers. This normally is usable on most Microsoft based servers. If your company is using UNIX based servers, it is possible to find java bean versions of Blowfish on the Internet. As long as the passed string and time-stamp is in the same format it should function properly.

Benefits:
· Customer controls access to TripSource: Portal.  All users must pass through the redirector hosted on the customer’s network for access into TripSource: Portal.  Thus customers can appropriate security measures around the file, (such as turning off anonymous access, etc.).
· No duplicate databases
· No user management in the TripSource: Portal system necessary
· Seamless user experience, no username or passwords entered by the users
· Can pass user passwords if required to pre-authenticate into other embedded systems in TripSource: Portal
Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 3: Intranet Authentication / Encrypted Handshake
Drawbacks:
· Some development required by BCD Travel for integration
· Some technical work required by corporation to customize the redirector file
· More complex than other methods
· If the passed credentials don’t match embedded systems in TripSource: Portal, (such as booking engines, profile tools, etc.), then the third party passwords section of My Profile has to be used or the login pages of the tools shown.
BCD Travel Comments:
· This is the preferred authentication methodology for large corporations.  It provides the maximum number of user access and security with the minimum amount of user management.
Can be combined with:

· Option 2: Profile Management Driven User Authentication
Option 4: Intranet Authentication / XOR Encryption
This methodology is exactly the same as the previous methodology except for the use of an XOR encryption algorithm instead of blowfish. The XOR algorithm can be provided as java or JavaScript. It is slightly less secure than the Blowfish methodology, but is compatible with UNIX servers.

Benefits:
· Similar benefits to the previous Blowfish methodology
· Not dependent upon an OCX component. No loading software on web servers
· Java/JavaScript based for easy modification
Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 4: Intranet Authentication / XOR Encryption
Drawbacks:
· Similar drawbacks to the previous Blowfish methodology
· Less secure than Blowfish
· If the JavaScript version is used on the customer side the algorithm is exposed to use
BCD Travel Comments:
· Provides a good option for encrypted credential passing from non-Windows servers
Can be combined with:

· Option 2: Profile Management Driven User Authentication
Option 5: Intranet Authentication / SSL Form Post
The SSL Form Post is a very simple methodology which uses a similar method to the two previous Intranet Authentication methods, but without using an encryption algorithm.

BCD Travel provides the customer a sample .ASPX redirector file. The redirector is then modified by the customer to capture appropriate user information (i.e. username and possibly password if necessary). The redirect then takes the user credentials, company name, time-stamp, shared secret key and constructs a string. The string is then posted to the TripSource: Portal via SSL HTTP. If TripSource: Portal can decode the string, and the time-stamp is valid, the user will be allowed into the system otherwise it will redirect the user to an appropriate error page.

It is technically possible for the user to see the form post if they are very quick and know what to look for. However, no other Internet user could see the form post because it is encrypted with SSL.
Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 5: Intranet Authentication / SSL Form Post
Benefits:
· Very simple
· Can be implemented on Windows and other platforms
· Similar benefits to the other Intranet Authentication methods
Drawbacks:
· Similar drawbacks to the other Intranet Authentication methods
· No encryption used to hide passed credentials except for SSL
BCD Travel Comments:
· Nice and simple way to start passing credentials from your Intranet. Good if you cannot run encryption components on your servers
Can be combined with:

· Option 2: Profile Management Driven User Authentication
Option 6: LDAP Authentication
LDAP Authentication method allows TripSource: Portal to validate users against a LDAP data source. Users enter their own credentials, or credentials can be passed from an automated source, and TripSource: Portal issues appropriate LDAP commands to complete validation. TripSource: Portal can simply authenticate the presence of the LDAP entry, or complete other queries such as retrieving additional attributes, or validating the membership in groups.

As mentioned previously, LDAP Authentication normally requires the creation of a customized login page and users then must enter their credentials. Since a customized login page has been created users can then access the site from both within the customer’s network and on the open Internet. It is also possible to combine Internet Authentication with LDAP to either translate passed parameters for TripSource: Portal, check group membership or to complete an additional authentication.

Continued on next page

7.0
Data Privacy & Protection, continued

7.3
Authentication Options, continued
Option 6: LDAP Authentication
Using LDAP Authentication requires the establishment of a VPN between TripSource: Portal and your network. BCD Travel operates a Cisco 3005 VPN Concentrator solely for this purpose. The VPN will insure that all LDAP communications are secure. TripSource: Portal recommends that only authentication traffic use the VPN. Normal user traffic flows over the normal Internet via SSL.

Benefits:
· TripSource: Portal authenticates users directly off customer database. Eliminates duplication of user database, often LDAP database is directly synchronized with HR
· Provides the ability to retrieve any data in LDAP records
· Allows for both Internet and internal access
Drawbacks:
· Complex to set up. Must configure VPN and arrange for LDAP server access
· If the VPN is down or the LDAP server is unavailable, TripSource: Portal will be inaccessible
· Normally users must enter credentials into a login page to access TripSource: Portal
BCD Travel Comments:
· A more complex and powerful methodology that can help corporations with central authentication database use requirements
Can be combined with:

· Option 3/4/5: Intranet Authentication
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